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Introduction

With the Thirdfort APl it's easy to build a partner integration,
allowing your users to initiate and complete checks in a way

that’s seamlessly integrated with your platform.

This short guide covers some of the key user experience considerations and provides

examples of how best to present and position Thirdfort ID & Source of Funds checks

within your product.

e Partner UX/UI Guidance - ID & SoF



Introduction

Note, we refer to the following terms throughout this document:

Consumer: The Thirdfort app-user that is the subject of the Thirdfort

check.

User: Business or individual using your platform day-to-day (e.g. lawyer,

estate agent).

Users will initiate Thirdfort checks on Consumers who in turn complete the

Thirdfort app journey. Once a Consumer has completed all the relevant

tasks in the Thirdfort app, Users will be able to download and access the

PDF Results Report from within your platform.

e Partner UX/UI Guidance - ID & SoF



Table of Contents

Click to skip to relevant section

1. Discovering Thirdfort

2. Initiating a Thirdfort Check

3. Adding Multiple Checks to the Same Transaction

4. Checking Submission and Confirmation

5. Providing Visibility on the Status of Thirdfort Checks

6. Downloading and Viewing the Results of a Thirdfort Check

7. Additional Considerations




1. Discovering
Thirdfort

The first thing to consider is how to let your Users know that
they can use Thirdfort within your platform. We recommend
providing a clear way for them to access the integration,

explaining the value of Thirdfort when doing so.

e Discovering Thirdfort while using your product




Discovering Thirdfort

Consider using a tile, icon or similar to allow your Users to discover Thirdfort within your platform.

You may also want to make use of in-product messaging to outline the benefits of using Thirdfort, for example:

9 ® &

Thirdfort reduces risks by Checks are completed in a matter Once the app journey is complete,
automating remote identity of minutes using the Thirdfort easy to read PDF Results Reports
and source of funds checks mobile app are available instantly

e Discovering Thirdfort while using your product n



2. Initiating a
Thirdfort check

Your Users will need access to a ‘initiation screen’ that
allows them to;

i) enter relevant initiation data (Consumer name, mobile
number etc.) and,

i) select the type of Thirdfort check they wish to initiate

@




Initiating a Thirdfort check

There are several elements that must be included
in your initiation screen in order for your integration

to be certified.
In addition, there are some UX/Ul recommendations
that are optional and based on our experience

working with integrators.

These are highlighted over the next few pages.

e Initiating a Thirdfort Check

Initiate a new Thirdfort check

App journey
Transaction reference Transaction name
Enter the ull eference with which the acty is associated Short descrption of the property ransacton.
eg Case 12345 9 5 Bell Road, Lenton, Cambridge 822 SDE

Client details
Title First Name Middle name
Surmame Mobile Number

(") original Ip Check

Price

Standard 1D x2 £3000
Source of Funds 22 990
Total 3990

consumer i the owner of the propry to ensure they provide evidence of Proof of Owership

Source of Funds Checks

@) Bankstatem:

revests @ thirdfort



Initiating a Thirdfort check

Transaction Reference [mandatory]
This is used to group Thirdfort checks together to ensure

accurate billing (see more on this in our APl documentation). You

must determine what to use as the transaction reference to
ensure consistency and whether to allow your Users to define this
themselves or to pre-populate it. It should be prefaced with an

identifier such as your platform’s name (e.g. Thirdfort-1234).

Transaction Name [mandatory]

This appears in the Thirdfort app to the Consumer. We
recommend prompting Users to input a short description of the
property transaction, e.g. “Purchase of 5 Church Street” or

pre-populating this based on data you already hold.

Initiating a Thirdfort Check

Client details

Tite First Name

Identity Checks

(@) Standard D Chock (HM Land Registry

Digital ID Standare)

Source of Funds Checks

8 Bankstater

Middie name

Mobile Number

vty @ thirdfort

App journey

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90

Total £39.90


https://thirdfort.stoplight.io/

Initiating a Thirdfort check

Consumer Details [mandatory]
Name: Full name of the Consumer

Mobile number: We recommend using Google’s

libphonenumber (or similar to validate numbers once entered.

Note: Title and Middle Name are not captured by our API or

required in APl requests

Initiating a Thirdfort Check

Initiate a new Thirdfort check

Transaction reference Transaction name
Enter the ful reference with which the actviy is associated Short descrption of the property transaction.

cg Case 12345 95 Bell Road, Lenton, Cambridge C822 SDE

Client details

‘Middie name.

Mobile Number

‘Ada another person

Identity Checks

(@) Standard ID Check (HM Land Registry
Digital ID Standare)

Apassport chip ID check using NFC technology and o
veness detection for document and face matching

Gatabase search is
ested ifit is not possible
complete o Stondard ID check)

(@ Ongoing Monioring - PERs and Sanctions

O
e UK We wil request a proof of adress document if the database
ese the gull list
() Proot of Address Document

Asks clent 1o upload a proof of address document dated within the fast 3 months. Check with you

5 necessary. To keep the clientjourney snhort and minimise turnaround tme, only request i

() Proot of Ownership

Select this option fthe consumer s the owner of the propry 1o ensure they provide evidence of Proof of Owership

Source of Funds Checks

@ Bonkstmements

®) puchaser () Giftor

(®) 1agree to the Terms and Conditions powereasy @ thirdfort

App journey

20
aliquip ex ea commodo consequat. Duis a

pari
culpa qui offcia deserunt molit anim id est.

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90
Total £39.90



Initiating a Thirdfort check

Production Selection [mandatory]
You will need to give your Users the ability to select the Thirdfort
products they wish to initiate. We recommend splitting this into ‘ID

checks’ and ‘Source of Funds Checks’.

A short description of the product should accompany each

option. We have provided some suggested wording in the

appendix.

There are two implementation options:

1) Presenting all products with relevant selectable options

2) Using ‘person type’ to restrict products and options available

Both approaches are detailed on the next two pages.

Initiating a Thirdfort Check

Client details

Tite First Name

Identity Checks

(@) Standard D Chock (HM Land Registry
Digital ID Standare)

Source of Funds Checks

8 Bankstater

Middie name

Mobile Number

vty @ thirdfort

App journey

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90

Total £39.90



Initiate a new Thirdfort check

Initiating a Thirdfort check

Production Selection - Option 1 Clent details

Tite First Name Middie name

Users are able to select from all available Thirdfort ID and Source
of Funds Checks.

Surname Mobile Number

‘Ada another person

pari
culpa qui offcia deserunt molit anim id est.

For the ‘Enhanced NFC ID’ check, Users will need the option to

Identity Checks

select whether to include the ‘Proof of © oo

Apassport chip ID check using NFC technology and

S

Ownership’ ("documents:poo™ ) task depending on if the o

Consumer is the property owner. o) - —

(®) Ongoing Monitoring - PEPs and Sanctions

I adal

For Source of Funds checks, Users will need the option to select

whether it will be a ‘Purchaser’ or ‘Giftor’ Source of Funds check.

() Proof of Address Document

Asks clent 1o upload a proof of address document dated within the fast 3 months. Check with your cor document

& nacessary. To keep the chent journey snortand minmse tunaround tme, ony fequest i when i
Proof of Ownership
Selectthis option ifihe consumer i the owner of the propriy o ansure they provide evidence of Proof of Owershp.
Source of Funds Checks
@ sankstatements

Securely connects to you cllent's bank o retrieve statement data via FCA reguiated Open Banking. You receive 3 months of
20/ and out payments over the last 12 months highlighted.

Initiating a Thirdfort Check

(®) 1agree to the Terms and Conditions Powereay @ thirdfort



Initiating a Thirdfort check -

— JUSTICE LAW

Product Selection - Option 2

Users select a relevant ‘person type’ (e.g. buyer, seller, giftor, Person Type

other etc.) prior to product selection. Doing so allows you to Select the relevant category of person for which the activity being initated

display the products that are relevant to that person type only. Property - Seller . Add another person

For example, If the User selects ‘seller’ or ‘property owner’ then .
you can automatically ensure the Enhanced NFC ID product Identity Checks

al 1D Checkc

Standard ID Check (HM Land Registry
o

includes the ‘Proof of Ownership’ task ("documents:poo™)

£3000
nds 22 £990

which is not required when the person type is ‘purchaser’.

Total £3990

For more information on this speak to our team. Note, adopting
this approach also allows you to offer a ‘Recommended Check'’.

See Section 7 - Additional Considerations - for more information

on this.

Source of Funds Checks

Bank statements

e Initiating a Thirdfort Check Ee
Iagres to the Terms and Conditions Fowersaty @ thirdfort




Initiating a
Thirdfort check

Product Selection - Option 2
The table on this page displays the logic
you need to implement if you select this

option.

e Initiating a Thirdfort
Check

Person type

Property
Purchaser

Property
Seller

Property Other
(Equity transfer,
Remortgage etc..)

Property
Giftor

Other
(non-property)

Landlord

Tenant

Enhanced NFC ID

V)

V]

V)

V)

V)

V)

Questionnaire

+ Proof of + Proof of + Proof of 0
Ownership Ownership Ownership

Original Id

V) v v v @
Proof of Address

V) V) V) V) V) V)

SoF - Bank
Statements O O O Q O 0

SoF -

(X o [

Purchaser
Questionnaire

(%)

Purchaser
Questionnaire

Giftor
Questionnaire




Initiate a new Thirdfort check

App journey
Initiating a Thirdfort check ) [e—
Ongoing Monitoring [mandatory] Cllentdstais N
To provide your Users with the option to include Ongoing

Monitoring as part of an ID check, this must be included as a

2a
allquip ex ea commodo consequat. Duis a

selectable option on the initiation screen.

Add notherperson
culpa qui offca deserunt molit snim o et
Identity Checks

(@) Standard ID Check (HM Land Registry

We recommend using a radio button or similar that provides oo s

Apassport chip ID check using NFC technology and

S

this option to the User. o

(@) Ongoing Monitoring - PEPs and Sanctions
o

(o the PEP's and Sanciions report, clients il be monitored cortinuously over  period of tme and you wil be notfied of

any changes to a clients PEP's and sanctons status.

he UK. We wil request a proof of address document f the detabase

e the gull tist

() Proot of Address Document
Asks client to upload a proof of address document dated within he fast 3 months. Check with you
& necessary. To keep the clientjourney short and minimise turnaround tme, only fequest i

Proof of Ownership

Select this option fthe consumer s the owner of the propry 1o ensure they provide evidence of Proof of Owership

Source of Funds Checks

@ Bonkstaements

retrieve statement data via FCA reguiated Open Banking. You recewve 3 montns of
the last 12 marths highiighted.

®) puchaser () Giftor

Initiating a Thirdfort Check - 15

(®) 1agree to the Terms and Conditions Powereay @ thirdfort



Initiating a Thirdfort check

International Address Verification [mandatory]
To provide user with the ability to run a check on a consumer

who resides outside the UK.

You need to provide an additional button for enabling
International Address Verification. This is a chargeable product
so please ensure that it is made visible.

The message should read:

“Tick this box to run a database address match on clients who live outside of the

”

UK. Specific international jurisdictions only, browse the

Initiating a Thirdfort Check

Initiate a new Thirdfort check

Transaction reference

Enter the ful reference with which the activity is assaci

‘Ada another person

Identity Checks

Digital ID Standare)

Standard 1D Chack (HM Land Registry

e

a

Apassport chip ID check using NFC technology and
veness detection for document and face matching

an orig
complete o Stondard ID check)

or

Middie name

Mobile Number

fhenticiy and

ing
ing (UK only)

lod of time and you wil be notfied of

Proof of Ownership

Select this opiion fthe consumer

Source of Funds Checks

® Fucnaser (O Giter
@ 150re0to the Terms and conciions

of the proy

iy to ansure they provide evidence of Proo

vty @ thirdfort

App journey

aliquip ex ea commodo consequat Duis a

pari
culpa qui offcia deserunt molit anim id est.

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90
Total £39.90


https://support.thirdfort.com/hc/en-gb/articles/8847188414109

Initiating a Thirdfort check

Terms & Conditions: [mandatory]
All Users need to agree to the Thirdfort T&Cs when they first use
the Thirdfort product. The wording that needs to be displayed

can be found in our APl documentation.

Note, Terms & Conditions must be accepted once by a User on

behalf of their entire organisation.

Initiating a Thirdfort Check

Initiate a new Thirdfort check

Transaction reference

Enter the ful reference with which the activity is associate

og Case 12345

Client details

Tite First Name
Surname
‘Ada another person

Identity Checks

Standard ID Check (HM Land Registry

®
Digital ID Standar)

Apassport chip ID check using NFC technology and o
Iveness detection for document and face maiching

complete o Stondard ID check)

(@ Ongoing Monioring - PERs and Sanctions

@
() Proot of Address Document
Asks clent 1o upload a proof of address document dated within the fast 3 months. Chec
s necessary. To keep the clint journey snort and minimsse tumaround tme, only reque:
() Proot of Ownership

Select s optio

Source of Funds Checks

@ Bonkstaements

@) purchaser () Gittor

atabase search is nconsistent.
ested ifit s not pos:

nctions report cients v

App journey

Transaction name
a Short descrption of the property transaction.

9 5 Bell Road, Lenton, Cambridge C822 SDE

Middie name

Mobile Number

2a
allquip ex ea commodo consequat. Duis a

pari
culpa qui offcia deserunt molit anim id est.

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90

sible to
£39.90

Total

b monttored continuously over a period of tme and you will be notfied of

he UK. We wil request a proof of address document f the detabase

ese the gull list

1 ifthe consumer is the owner of the propry 1o @nsure they provide evidence of Proof of Owership

retrieve statement data via FCA reguiated Open Banking. You recewve 3 montns of

the last 12 marths highiighted.

(@) 1agree to the Terms and Concitions

vty @ thirdfort



https://thirdfort.stoplight.io/

Initiating a Thirdfort check

Pricing [mandatory]
We recommend displaying the relevant RRP pricing against each

product.

Video [Optional]
You may wish to embed a short video e.g. the Thirdfort App
demo video or an alternative that provides more information on

the Thirdfort product.

Initiating a Thirdfort Check

Initiate a new Thirdfort check

Transaction reference
Ent

e with which the activity i associated

Client details

Tite First Name

Surname

‘Ada another person

Identity Checks

(@) Standard ID Check (HM Land Registry
Digital ID Standar)

Apassport chip ID check using NFC technology and
veness detection f

of address document I the database search Is inconsistent.

@an Original 1D

requested it is not possibie to
complete o Stondard ID check)

() Proot of Address Document

Asks clent 1o upload a proof of address document

) Proot of Ownership

within the last 3 months, Check with ¢
& necessary. To keep the clientjourney short and minmise turnaround tme, only request this v

Transaction name
Short descrption of the property t

9586l Roa

Middile name

Mobile Number

") Original ID Check
Scans ID and performs face matching for authenicity and
‘ownership checks. Performs PEPs & sanctions screening
(global coverage), database address matehing (UK ony)
and
datar

document i the

wer a period of tme and you wil be notifed of

Select this option fthe consumer s the owner of the propry 1o ensure they provide evidence of Proof of Owership

Source of Funds Checks

Dworce settement)

@) purchaser () Gittor

(@) 1agree to the Terms and Concitions

‘ent data via FCA requiated Open Banking. You receive 3 months of
last 12 months highighted

vty @ thirdfort

App journey

culpa qui offcia deserunt molit anim id est.

S

Price

Standard ID x 2 £30.00
Source of Funds 22 £9.90
Total £39.90



https://www.notion.so/thirdfort/2-3-Demo-Video-Reports-63352b495cac40be87c3a97ae65d253d

Initiating a Thirdfort check

Lite Screening

A Lite Screening check does not require the consumer to use the
Thirdfort mobile app. Instead, results are returned immediately

once the check has been initiated.

The initiation data required for a Lite Screening check differs
from our other ID and Source of Funds product. The fields
presented and the data captured on the initiation screen for this

product need to reflect this.

Note: Just like in Enhanced NFC ID and Original ID, Ongoing
Monitoring is also available for Lite Screening.
We recommend using a radio button or similar that provides this

option to the User.

e Initiating a Thirdfort Check

Initiate a new Thirdfort check

Transaction reference
Enter the full reference with which the activity is associated

Client details

Title First Name Middle name

Surname poB

Country
B spon

®) Tick this to run a database address match on clients who live outside of the UK.

Address

Enter address manually

Jously over a period of time and you will be notified of

Submit. Submit check & create another

®) lagreetothe Termsand Conditons ~ powem sty @ thirdfort

&

Price

Lite ID Check

Total

£295

£295




Initiating a Thirdfort check

In addition to the Transaction Reference and Consumer Name

you must also capture:

DOB: (DD - MM - YYYY)
Address: Address line 1, Address line 2, Street Name, City, Postal

code, Country (see mandatory fields in our )

International Address Verification

You need to provide an additional button for enabling
International Address Verification. This is a chargeable product so
please ensure that it is made visible.

The message should read:

“Tick this box to run a database address match on clients who live outside of the

”

UK. Specific international jurisdictions only, browse the

Initiating a Thirdfort Check

il

JusTICE Law

Initiate a new Thirdfort check

Transaction reference
Enter the full reference with which the activity is assoclated

Client details

Tite First Name Middie name
Surname DoB
' s 13
Day Wonth
Country
B seon

Tick this to run a database address match on clients who live outside of the UK.

Address

Enter address manually

Ongoing Monitoring - PEPs and Sanctions

Submit Submit check & create another

1agree to the Terms and Conditions

will be notified of

powereaty @ thirdfort

Price

Lite ID Check

Total

£295

£295

20


https://thirdfort.stoplight.io/docs/api/d472f4282a34a-create-a-transaction-identity-check
https://support.thirdfort.com/hc/en-gb/articles/8847188414109

3. Adding Multiple
Checks to the Same
Transaction

Often your Users will need to add multiple Thirdfort checks to
the same ‘transaction’ (also referred to as the ‘case’ or ‘'matter’).
For example, where there are two or more purchasers involved
in a single property transaction, a User may want to initiate 1D

and Source of Funds checks on both at the same time.

9



JUSTICE LAW

Adding Multiple Checks to the
Same Transaction Initiate a new Thirdfort check

Transaction reference
One method for achieving this is to include an ‘Add Person’ (or

Enter the full reference with which the activity is assoclated
similar) button and logic on the initiation screen. Once selected,
you should ensure the User can enter new initiation data and
select the Thirdfort check relevant to the individual.

Client details
Note : Thirdfort Source of Funds checks are charged on a Thtie First Name
per-property transaction basis. To ensure accurate billing, the

‘transaction reference’ must remain consistent between separate

checks that are part of the same property transaction.

Surname
Initiating Multiple Checks at once
Please note that this functionality is only a front end
consideration. Initiating multiple checks at once will still trigger AN Sho R puren
individual Transactions via the API

Identity Checks

Adding Multiple Checks to the Same Transaction Standard ID Check (HM Land Registry
Digital ID Standard)

A passport chip ID check using NFC technology and

55 detection for document and face matching

Transaction name

Short descrption of the propert

Middle name

Mobile Number

Original ID Check
Scans ID and performs f
ownership checks. Perfo

OR (global coverage), datab:




4. Check Submission
& Confirmation

Once your Users have entered the relevant initiation data
and selected the checks they wish to submit, we
recommend displaying a simple summary/confirmation
screen. This can either be a separate page or a pop-out

window displaying the relevant information.

@




JUSTICE LAW

Check Submission & Confirmation

Check Submission
Transaction Reference & Name

Transaction reference 123456
Captured on the initiation screen

Transaction name Purchase of 5 Church Street

Name of Consumers receive a text message prompting them to download the Thirdfort af

Names of the individuals for whom checks are being submitted

Client details
Product & Price Summary Mame: Jonn;Smith
Name: Karen Smith

Based on products selected

&

Summary message

E.g. “A Thirdfort check has been initiated on the individual(s) as Price
requested. They will shortly receive a text message prompting them Standard ID x 2 £30.00
to download the Thirdfort app. Once all tasks are completed in the Source offunasx 2 £2:90
app, a PDF Results Report will be available for you to download.”

Total £39.90

e Check Submission & Confirmation Ok




5. Providing Visibility
on the Status of
Thirdfort Checks

Once a Thirdfort check has been initiated it is

important that you provide your Users with visibility

on the status and updates when this changes.

@



Providing Visibility

We recommend providing a simple summary table within
Q
your platform that includes the following pieces of
-
information: =

Activity type (e.g. ID check / SoF check)*
Consumer name

Consumer mobile number /sor °
Transaction name R °

Transaction reference™

Transaction ID*

® |Initiation date
*If an Enhanced NFC ID gets defaulted to Original, you should display
the completed Product (Original)
*Transaction reference and ID are the unique identifiers used by the

Thirdfort Support team. It is important that this is visible to your Users.

User

Donald Salazar

Andrea Ferguson

Amber Myers

Kathryn Ferguson

Amber Myers

Ruth Tran

Jane Herrera

Sarah Beck

Jason Snyder

Harold Cooper

Sarah Beck

Jason Snyder

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

Dyers Wood, Highgate, Stony Bridge, EX33 1HR

Laceby Church Hall, Leicester DN37 7DB

Mitchell Way, Alexandria, Bristol High G83 OLW

127 Bawtry Rd, Doncaster, United Kingdom DNt

Cherry Tree Lodge, Salisbury, Gloucester SP5 4

Mitchell Way, Alexandria Street, Glasg

127 Bawtry Rd, Whaley Bridge Doncaster, DN1I

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

P
(6 )
R ©

7

powereay (@ thirdfort

e Providing Visibility



Providing Visibility

We also recommend including the status of the Thirdfort
check to provide Users with visibility on the progress of

individual checks. Statuses required are:
°® Open/Pending (check submitted)

° Aborted (check aborted by user)

[ Complete (all tasks completed by app user)

e Providing Visibility

1D / SoF

ID / SoF

=
JUSTICE 1AW

s

User

Donald Salazar

Andrea Ferguson

Gerald Shaw

Amber Myers

Kathryn Ferguson

Gerald Shaw

Amber Myers

Client

Ruth Tran

Jane Herrera

Sarah Beck

Harold Cooper

Sarah Beck

Jason Snyder

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

Dyers Wood, Highgate, Stony Bridge, EX33 1HR

Laceby Church Hall, Leicester DN37 7DB

Mitchell Way, Alexandria, Bristol High G83 OLW

127 Bawtry Rd, Doncaster, United Kingdom DNt

Cherry Tree Lodge, Salisbury, Gloucester SP5 4

Mitchell Way, Alexandria Street, Glasgow G83 0.

127 Bawtry Rd, Whaley Bridge Doncaster, DN1I

- ©

Phone number

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

s e 5@ 7o

powereaty @ thirdfort




Providing Visibility
If your integration includes Ongoing Monitoring, we
recommend making it clear from the summary table which

checks include Ongoing Monitoring.

In this example, we have used a simple static coloured dot

against the Consumer Name to highlight this.

e Providing Visibility

D / SoF

ID / SoF

[ resrce e
e-
Qo
st

User

® Donald Salazar

Andrea Ferguson

® Gerald Shaw

® Amber Myers

Kathryn Ferguson

Gerald Shaw

Amber Myers

Ruth Tran

Jane Herrera

Sarah Beck

Harold Cooper

Sarah Beck

Jason Snyder

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

385543385543654

Dyers Wood, Highgate, Stony Bridge, EX33 1HR

Laceby Church Hall, Leicester DN37 7DB

Mitchell Way, Alexandria, Bristol High G83 OLW

127 Bawtry Rd, Doncaster, United Kingdom DNt

Cherry Tree Lodge, Salisbury, Gloucester SP5 4

Mitchell Way, Alexandria Street, Glasgow G83 0.

127 Bawtry Rd, Whaley Bridge Doncaster, DN1I

€A

2

Search

Phone number

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

+44 20 7946 0899

powereaty (@ thirdfort




Providing Visibility

Upon selecting a check from the summary table view, we

recommend surfacing relevant information on the selected

check to the User.
It is important that this page contains the transaction
reference and transaction ID which are used as unique

identifiers by the Thirdfort Support team.

In addition, this may also be where you want to provide

your users with the ability to abort a specific check if the

status is still ‘pending’.

e Providing Visibility

Donald Salazar

Client information

First Name.

Last Name

Other Name(s)

Date of Birth

Address

Salazar

Shane

4 April 1986

Dyers Wood

Stony Bridge

EX331HR

Abort checks

Activity information

Transaction name

Transaction status

Client Name Initiated

Client Mobile Number

Created at

Transaction ref

Transaction ID

Testor234
Ruth Tran
55K 44 (07865 123 456
12Dec20
385543

1234567890-0

powercay @ thirdfort



https://thirdfort.stoplight.io/docs/api/b2edb775739e6-thirdfort-api#7-aborting-transactions

Providing Visibility

If your integration includes Ongoing Monitoring, you should
also make it clear on this page if it is enabled as well as

providing the User with a button and option to switch it off.

Note, if a check is aborted Ongoing Monitoring will be

automatically switched off. Once a check is completed, a

separate request is required to turn Ongoing Monitoring off.

e Providing Visibility

=
= [

« Bsckoresuts

» Donald Salazar

Client information

First Name

Last Name.

Other Name(s)

Date of Birth

Address

Donald

Salazar

Shane

4 Apri 1986

Dyers Wood

Stony Bridge
EX331HR

Activity information

Transaction name Testo1234
Transaction status (]

Client Name Initiated Ruth Tran

Client Mobile Number £F= 144 (0)7865 123 456
Created at 12 Dec 20

Transaction ref 385543

Transaction ID 1234567890-0

powereaty @ thirdfort




6. Downloading and
Viewing the Results
of a Thirdfort Check

Once the Consumer has successfully completed the Thirdfort

app journey, you will be able to make the PDF Results Report

available for download within your platform.
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https://www.notion.so/thirdfort/2-3-Demo-Video-Reports-63352b495cac40be87c3a97ae65d253d

Downloading and viewing results

Once the status of a check updates to ‘complete’, we first
recommend notifying the relevant User, either via email or
an in-product notification. Once notified, you should direct

users to the area they are able to download the PDF

Results Report.

In this example, once the check has been completed the
user no longer sees the ‘Abort” action but instead is able to
download the completed PDF Results Report. Note, they

are still able to switch Ongoing Monitoring off.

In addition, if the Consumer has uploaded any ‘Additional
Documents’ via the Thirdfort app, you’ll want to provide

your Users with the option to download these too.

e Downloading & Viewing Results

«  Backioresuls

» Donald Salazar

Client information

Download PDF report ‘Additional Documents Download

Activity information

Transaction name

Transaction status

Client Name Initiated

Client Mobile Number

Created at

Test01234

Ruth Tran

SF= +44 (017865 123 456

1234567890-0

wwwwwwwww

@ thirdfort



https://www.notion.so/thirdfort/2-3-Demo-Video-Reports-63352b495cac40be87c3a97ae65d253d
https://www.notion.so/thirdfort/2-3-Demo-Video-Reports-63352b495cac40be87c3a97ae65d253d

Whitelisting PEP results

Thirdfort ID Checks (Enhanced NFC ID, Original & Lite Screening) include a PEPs and Sanctions screen. We return the
results of a one-time PEPs and Sanctions screen upon completion of the ID check which are available in the PDF

Results Report.

When Ongoing Monitoring is enabled, Thirdfort will continually monitor the individual for any changes in the PEPs &
Sanction status, flagging any changes and updates accordingly (for information on this please see our API

documentation).

These PEPs results may contain irrelevant hits, such as different individuals with the same name.

‘Whitelisting” allows your Users to dismiss PEPs and Sanctions results if they are not relevant to the Consumer. This

can be done both for a single ID check as well as for checks that have Ongoing Monitoring enabled.

e Whitelisting PEP results


https://thirdfort.stoplight.io/docs/api/b2edb775739e6-thirdfort-api#45-ongoing-peps--sanctions-monitoring
https://thirdfort.stoplight.io/docs/api/b2edb775739e6-thirdfort-api#45-ongoing-peps--sanctions-monitoring

Whitelisting PEP results

Results of a PEPs & Sanctions screen may sometimes
include results that aren’t relevant to the consumer that is
the subject of the check (e.g. different individuals that share

the same name).

Allowing Users to ‘whitelist’ these results provides an easy
to follow audit trail and makes the process of Ongoing

Monitoring easier to follow.

To enable whitelisting, you must first display the results of

the PEPs & Sanctions screen on your front end.

If the results are only available to the User by downloading
and viewing the Thirdfort PDF Results Report then

providing whitelisting won’t be possible.

e Whitelisting PEP results

© skmree

Donald Salazar Abort hecks

Client information Activity information

.........

i 4
fr

nnnnn

© Fagtypes

Johnathan Misha Thomas . i

Johnathan Misha Thomas
© oueorsin
© aa

© Match types

© Fiagtypes

Powanaty © thirdfort




Whitelisting PEP results

Once the results are displayed on your front end, we
recommend including a “Dismiss” button that allows your

Users to whitelist individual results that are not relevant.

We strongly recommend including a text box that prompts

the User to enter the reason for dismissing the result e.q.

“You can dismiss any details that aren’t relevant to your check.
They will still be visible in the original report but we won't flag
them on this page or include them in Ongoing Monitoring (if
enabled for this Check)”.

e Whitelisting PEP results

s

Donald Salazar

Client information

Activity information

nnnnnnn

senunaty @ thirdfort



Whitelisting PEP results

Donald Salazar Abort checks
You may wish to add an additional step that allows the User Ciient information Activityinformation
to confirm the details of the result that is being dismissed 7 m :
before they take action. el 588 e

Address Created at e

A confirmation of how many results are being dismissed is

also helpful, along with a confirmation “Submit” button. You

© Peps & sanctons

may also want to display a message confirming the results

have been successfully dismissed upon submission.

Johnathan Thomas Misha

Once submitted, this action should trigger the call to our API © oweorain -
B e T ey
to dismiss the relevant result. Note, we will not return any LY

© Fogtpes  wonng

message in the response but you will get a successful

status. 1 PEPs & Sanctions to be dismissed
Review the checks you want to dismiss then press submit

e Whitelisting PEP results



7. Additional
Considerations




Additional Considerations

Brand Guidelines
You will need to display the Thirdfort logo within your platform at

various stages in the user journey.

We recommend using our ‘horizontal logo’ where possible.
Alternatively you may wish to present the logo along with relevant

wording, e.g. ‘Powered by + [Thirdfort logo]

Providing a recommend ‘check type’

Thirdfort offers a range of ID and Source of Funds products.

To simplify the User experience you may wish to provide a
‘recommended’ or ‘default’ option to your Users based on the
‘person (consumer) type. Contact the Thirdfort team for more

information on this.

e Additional Considerations




Additional Considerations

Further information & Contact
We also recommend signposting where your Users can find more
information about Thirdfort and/or contact a member of our team

if they need help

Thirdfort website
Customer Hub (mandatory to display, please request bespoke link)
App demo video

Terms and Conditions

Email support@thirdfort.com
Phone 0161 768 0083

Help centre Thirdfort Support Centre

e Additional Considerations



http://www.thirdfort.com
https://vimeo.com/566576539
https://www.thirdfort.com/terms/professional-eula/
mailto:support@thirdfort.com
https://support.thirdfort.com/hc/en-gb

Appendix



Thirdfort product
descriptions

We recommend adopting the examples across the next few pages
to provide your users with a description of each Thirdfort product

you intend to make available via your integration.

..- Appendix
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Enhanced NFC ID

Note, we recommend including the alongside this product to show it

meets the

Full Product Description

“Fully compliant with the HMLR Digital ID Standard.

A passport chip ID check using NFC technology and liveness
detection for document and face matching authenticity. Obtains
Proof of Ownership evidence. Performs PEPs & sanctions screening
(global coverage), database address matching (UK only) and
requests a proof of address document if the database search is
inconsistent.

(Note an Original ID check is requested if it is not possible to

complete a Enhanced NFC ID check.)”

.- Appendix

Abbreviated Description

“A Passport ID check with NFC technology, liveness test, Proof
of Ownership, PEPs & sanctions screen and address check.
Fully compliant with the HMLR Digital ID Standard”

(Note an Original ID check is requested if it is not possible to

complete a Enhanced NFC ID check.)”
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https://www.gov.uk/government/organisations/land-registry
https://www.gov.uk/government/publications/encouraging-the-use-of-digital-technology-in-identity-verification-pg81/practice-guide-81-encouraging-the-use-of-digital-technology-in-identity-verification

Original ID

Full Product Description

“Scans ID and performs face matching for authenticity and
ownership checks. Performs PEPs & sanctions screening (global
coverage), database address matching (UK only) and requests a

proof of address document if the database search is inconsistent.”

? Appendix

Abbreviated Description

“ID Document Check, liveness test, PEPs & sanctions screen

and address check”
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Proof of Address

Full Product Description

“Requests upload of a proof of address document dated within the
last 3 months. Check with your compliance team if this document is
necessary. To keep the ID check journey short and minimise

turnaround time, only request this when it is required.”

..- Appendix

Abbreviated Description

“Requests upload of a Proof of Address document, no older

than 3 months”
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Proof of Ownership

Full Product Description

"If your client is a seller, borrowor or landlord you must obtain
evidence that they are the owner of the property in line with HM
Land Registry’s Digital ID Standard. Select Yes to request this
information.”

Note, this is only applicable if you choose not to use ‘person type’ to

restrict the products your Users can select on the initiation screen.
See page 11 for more detail.

..- Appendix

Abbreviated Description

“Select this option if your Client is the owner of the subject

property.”
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International Address Verification

Full Product Description Abbreviated Description

Runs a database address match on clients who reside outside the Runs a database address match on clients who reside outside
UK. We will request a proof of address document if the database the UK.

search is inconsistent. Specific international jurisdictions only, browse

the full list

..- Appendix 46


https://support.thirdfort.com/hc/en-gb/articles/8847188414109

Ongoing Monitoring
Full Product Description

"In addition to the PEPs and Sanctions report, clients will be
monitored continuously over a period of time and you will be

notified of any changes to a client’'s PEPs and sanctions status.”

..- Appendix

Abbreviated Description

“Monitors your Client’s PEPs and sanctions status for 12

months.”

47,



Source of Funds - Bank Statements

Full Product Description Abbreviated Description

“Securely connects to the app user’s bank to retrieve statement “Securely connects to the app-user’s bank to retrieve bank
data via FCA-Regulated Open Banking. You receive 6 months of statement data via Open Banking or bank statement copies if
statements with the top 20 payments, both in and out over the last not available.”

12 months, highlighted. Bank statement copies will be requested

from your client if bank linking is not possible.”

..- Appendix 48



Source of Funds - Questionnaire (Purchaser)

Note, two versions of a Source of Funds questionnaire are available -

purchaser and giftor (see APl documentation for more information)

Full Product Description Abbreviated Description
Requests completion of a property purchaser source of funds Requests completion of a property purchaser source of funds
questionnaire. It gathers property price and expected stamp duty questionnaire.

amount and asks for details for each of the purchaser's sources of
funds (e.g. Mortgage, Savings, Sale of Property, Gift, Inheritance,

Divorce settlement).

..- Appendix 49



Source of Funds - Questionnaire (Giftor)

Note, two versions of a Source of Funds questionnaire are available -

purchaser and giftor (see APl documentation for more information)
Full Product Description

Requests completion of a giftor specific Source of Funds
questionnaire. It checks the eligibility of the gift and asks for details
for each of the giftor's source of funds (e.g. savings, property

refinance, inheritance, etc.).

? Appendix

Abbreviated Description

Requests completion of a giftor specific Source of Funds

questionnaire.
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